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school , Stay Safe Online offers p
October is National present to appropriate -apgrepceéest
Awareness Mont h concepts for which the organizati
Byira Wilsker structional content and medi a. It
Assoc Professor Lamar Il nstit . . 3y, .CoO
) ’ Bu5|nesses have become pri me?’tarTv
umni st for The E\Axvsawnltnheerexnaerrw:mpeqr
- X ol en enormous amounts of mo n.e
:Yoﬁglelrlf|fnwchoomsupteecrl aclrlizn?es a'nndwell as their customer s. Hunjd epyc}
y P dsized businesses have fallen
For the past 14 years, | havenggfzr:lr%Tréhg'rcﬁszg af\l?oz?l\fle%titoo
Cyber Security Awareness MonthWhere t he IiEefihood c’)f regcovce%r’oc”
coll eges, government al agenci e "t her
to get invol ved Every year siCent history, we are all .awa.rh?sofi
event has been .reco nized b many ot-ksowmwebtetailers. M"l'lo?nsét
. 9 . y ber s, compl ete with enough adc‘?{'ﬁi
declaring October as NatlonalfuI online transactions as V9€|| s
Whil e many organizations arounce ci v credit cards Wereywidelj g\\//‘
during the month of October Psian websites Within davs Ofayltlhy‘
premier event is hosted by the f ) di q yb mo 8 £
information technology managerCounter eit credit cards earing
cated by Customs and other | aw enf
I n recent weeks, hundreds of tcan border, many of those C."“%Sav%l
. dol |l ar s of goods from Amerlc_?n m
dlgltally stolen from the | RS; . I tou
, across the border. Ri chard C’Iarlfe
had their customers account dWhO advised several residents) ®'he
purposes; and millions of indi p .%}/.a‘
. rporations have been the vic } I
ty of online attacks from hack Fnt o
. worth of intellectual propert}/ h?\
hol d their dat a for ransom, ¢ . . 11 scl
usernames and passwords SensiObVIOUS|y‘ businesses and thes,'trolee
: ) the cyber ri sks that they face o
hackers and other dat a thleve:trained in safe cvber ractickgrnn
hackers have stolen hundreds o y P 67 " Al
intellectual property and usedB | h frican
try or to dissect and copy our usinesses can utl lze the r;r'lsrey.m
to them under the " RE: Cyber” p’ro
| am amazed that despite yearsa.nd managers up _to the top exue%ceut
directors may find t he educati
ent and complex passwords for . . t’s™, m
peopl e stilI-ttg&aestshqoaseemve)rejassyStaysafeomyh.mr.e'apg'opr'ate. for t
account s Hack or crack an Onrespon5|b|I|t|es, as the Infpircmt""itl
) y ting Started (with a corporate cy
counts now belong to the hackeSi ht Cvber Ri sk Assessment’ rHuI
il licit purchases are made fro gnt. y } ted Po
- . turity Model; Cyber Regul ati on; L
unknown (al/l of which are thenA Culture of Awareness For L OPS
mails are sent to people of au . ; " . BBk
. i at staysafeorlaibmee i omreg/whudi coyEr, M
ly to the victim,; and scams cC. . e ds,
’ . i mportant topics that the rank n
tives, and acquaintances of t h, . |s
ently coming froma trusted Setlves) may need to be safer whil'we
Now t fatl | ead “smart devices IThe gener al public wildl al so fini
X ' st aysaf eonsla-bneel .ionreg./ sTtoapyi cs co.ver ed
i OS powered phones and tabl ets . . |ou§<l
& Botnet s, Spam & Phishing, Hactk e
formed on desktop and |l aptop ¢ he’ t~
. Home Net wor k. | cannot emphaS|zeh
gets of choice of dishonest pe . - 35t Tt
. everyone to become familiar wjith,_
of the therwise innocent wuser sl om K
“ ty and safety concepts not jusi 't
do, recently posted the ! Worso al finances but to atswr po mitls-
Some of these questionabl e aPPyren ' eiﬁlﬁ
over the world, but these are 2y co
and send extensive personal iI . . . icrop
am offering an open invitat.io
and camera captures, and other . u ) Air
f b b | celebration of Nati onal Cyber S
e L P POET w1 bl mela on Thursaay, 0c{PPY
9 pp P y (Cont|nu€)d on f
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(Continued from page Bl ack Hat presentation, Drake exp
assumed to be vulnerable.” As st
Fourth Street, 5th Floor, startipterview, Drake said that he bel
the one billion Android phones cu
Kudos go to Fay Young, the Portihe sStagefright vulnerabilityly oM
ager, who has so ably promotedqgroid phones running versions S§FCU
Awareness Month events for thepotentially affected by this bd@n
more | ike her doing much of th ges,
nesses, computer clubs, and othy¢ js jmportant for Android uSe#ls
to be better aware of proper cWwjruys or other form of mal warte® &th
sonal computers and other smartg bug, or unexpected and unforese
droid software itself. Thi s vulne
While | personally applaud and software that processes, play% aVl
promoting and i mplementing the:t nt
personally believe that cyber aAccording to Drake, the securnP_i?‘
monthly event Protecting our jj||jcitly access the targetednNHlED
practice (text message) or multimedia file
. ) . the Stagefright wvulnerability is
Tho;e |nteres.ted in atte.ndlng hacker without any action by tPHe&ET
online at registration.cityofpog, c¢click on anything in order for
theoretically possible for a hacl
the end of the story when an unsuspecting victim opens
) Once a hacker has taken advantage
Security bug coul dcan access the victim s camera, m
950 million Androij the device's external storage. On
By Ira Wilsker, root access to the inner workings
Assoc. Professor, Lamar I nstitu . . colwu
i st for The Exavaiwnetrheekw,mpdppJ'n order to eas_lly determine if a
sheriff who specializes in cybe,tl0 the Stagefright VU|nerab'e|r!nta3f
l'y in computer. crime and secur.i Stggefrlght Detect_or_App av_alla
similar detector wutility was just
pany Lookout, which it simply <ca
In recent weeks, at least two ghese utilities will detect the,qd,
have been discoverOther fix from the phone maker or
en an estimated ogfpdating the device
g:olelr;??ngde:;gtezm.rWhen I first read of this Stagefr_
that as of this wrthe detector, | downl oaded and i
no documented attHuawei Ascend Mate 2 phone, which
devices that t ake Huawei to Android Lollipop 5.1 (f
two security wvuln ability; coincidently, just yesterday (the day before typing this column),
news is that now receiyed a patch f_ro_m Huawei t h
these security vulnerabilities>otagefright vulnerability on %’ w
presented at the recent Black HTfom Zimperium to confirm the.fix
Vegas, it may only be a matter nNas definitely been patched >ytarh‘
advantage of these security vul . .
Anot he Android security vulner al
Googl e, the progenitor of Andr Bl ack Hat secur4kmpwoor$\e@mtriicbryO]ch
vulnerabilities as soon as thedate disclosed this newly recroogqrhl
patches and fixes for many of t(cate, which may potentially gl
nerabilities The problems is tt 1t mos phof‘e by wutilizing thefeﬁv
Nexus smart phones supported dithat was installed on the phgngs,,
manufacturers or the cell phonhest of the cell phone carrignsqg:
patches to close these vul ner aMate promptl_y .nOt'f'ed the de LtH
third party security software ghe vulnerability. tion,
many of wus vulnerabl e.
According t o Check Mat e, ther e a
One of these newly discovered made by Samsung, ZTE, HTC, LG @@ ad
moni ker “Stagefright” by its fincorporated this vu.lnerable s @t
platform research and exploitat¢their phones; ‘according to GOPglr%
on the Stagefright vulnerabilijticular vulnerability. Using 3;g¢
Googl e, which quickly develope(cate.s,.hackers can .spoof or C(ﬁs”ntt
Android partners. Mo s t of thesC?rt'f'Cates' allowing them LBE ?/
provided the patches to their tions of the phone that had pRVi
months, if at all: many phone Support personnel. Once the hagke,
l'y stopped supporting and patcac¢cepting a spurious digital  ;sefg!
still in use by the millions. direct access to personal infggmg
(Continud&d on
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(Continued from page phone. | Phone fanatics, along wit
) that their devices are i mmune to
on the microphone to remotely T3] |ow any threats to harm thel% kb
of the device and its user, and ity
cy of the victim Now welcome to the world of stark
. about two newly revealed vulnerab
Whil e the device manufacturersuCngtaitfei’ " that may threaten thh'e®
notified of the vulnerability, pnearly a billion smart phoneS'fEPr{c?
the patches to this newly discGorward demonstrating previou&n yd
a free wutility that will show {phat threaten the security fer@@
remote support vulnerability. jphones and Android devices in‘“t'hI

“ Ce rGaitfei Scanner” can be downl g e
Play Store. One of these newly disclosed thre
| Do gy Lnnecent IR
According to Check Mate, i n Ordamong us . Appr ¢ a9 e&qd
vul ner abl | it y, t he user mus-t f o« gr andma mal war e Watch out for ‘Grandma malware 3rapﬁll
that contains the code that givgs mal war e sneak ;ng;og
Store continuously monitors theégphone using a co & off
them to make sure that they dojpnfection designel tCka nM
advises that"users to install & pe simplest se. QUi G
Google Play. While recently u ows e
) ) and desktop secu v, as
With the continual battles amorggs ypdated phone kpg
and i Phones VEI’SFIS Android _de_Vhave |ik6|y pathcu LIl e Vvuil ne aEf
over these Android vulnerabiligranny's often older and unpéf‘bh@
2013, which is where many hackperaple. The first step in th'eS iWl
security experts, the wvulneragownioads an innocent Iooklnge%'fp
i Phones, was discussed. In oneg¢y  opnto their computer using iy
but widely held belief that iPkhe common Internet browsers, Wﬁf
secure by nat_ur_e, resear_chers futility, explicitly de3|gned dacg
were able to inject persistent.contain any mal ware, and wi hene
and other 10OS devices using thggophisticated desktop securlt) Oppr
system Using a modified USB Ccapparently innocently on the tj €l
type of bl ack Wldow_ spider, thintended tasks. The app surr)erTboro
any current generation Appl e deGranny logs on to an app store,
mal icious wutility captures the |o
Check your smart phone for thes phe app store; with this infolrmbhqV
apps from any source other thaly wjrelessly to the smart delt§ c@
Play Store or the Amazon App Sopce installed, this maliciou§séﬁ
from people that you do not refrom the phone and sends it t&Sp&
spo_ofed-mjauslts aasreefrequent|_y SPdetected and removed in a bseql
device maker or phone carrier isecurity utility, it is too | a%t'e
;tron_gly consider taking advanty;thin seconds of the app beiynoguri
immediately. private information has just been
come an identity theft victim; as
the end of the story most vulnerable among us are more
Mor e security VUl nNnebespite the travesty of purposely
di scl osed for phonethe most insidious of the newly a

By lra Wilsker phone usage. In recent days, a
Assoc. Professor, Lamar Institupe!lelS ‘E‘)nq Roiebe_élt—;a_y, ud\ncdove_rdehd Fa%Ifu
ist for The Examiwnedrheeemmpdep>S ' b'I'elng N I 10m . n rrolal gimart
sheriff who specializes in cybenera L |ty,|r&0t|)|/et horrlr:a y é‘am‘a?t

l'y in computer. crime and securjattack, cou a ow ackers to
bl e Android phones. According to

; defined as maIiC|oma|Iasppd

I'f you are |like me, | carry my e . : A
conversations, sending and rece\"Ct'g‘S to LakefWebdll'nks. éiu
apps, and surfing the Web. Untl'SSEleJt zgtgffzn tor:e f;’s'gefsorruln”'h”
security of these external comi . . N na Ry
supposed to be somewhat securephones)’ Ith I's up tho the phone qma
Mobile utilize encryption to n e.sle bplatc es tohtlfelrfuseés:, MR €
carriers |like Sprint and Verizaval ?I z‘ over a 0 An ro'ndet
Yes, I do have a major securjit!nsta edad. at S «
new apps and text messages for is “masque” attack vulnerablflr?r‘
ardous websites. Google createc . 'Iq h apg%os
ning in a somewhat closed memorty PIi VI eges that arefa_partan% C
which is supposed to prevent gcompromise or counterfelt agpg,t
(Continué&d on
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the end of the story

What are Websites Do

searchers, this vulnerability Your Personal | nf @t aa.
formati on, capture banking i By Ira Wl sker, and |
rds, access the phone’'s cameAssoc. Professor, Lamar | nst i tantde
ored fmaielss,ansdenedi ng the stoli st The Exvwawmw.ntehre enxeawnsi gnaepre.tcyo ns
rver. While this particular A ff specializes in cyber cmitrme
ed by I BM cyber security expeomputer crime and security. ne di
ver al mont hs ago by FireEye t s i
mechani sm and modus oper anWEBSI ES: ts,
most identical bet ween the Anht /| www. gov tDeoWh b s-b) ;¥ d eDtaa /aH divie 1.
htt /' lidentity-foegrexqlse eme / pri va
masque” attack can occur whehtt /'1identity.utexas.edu/ i daw ys
authentic |l ooking but counthtt /' /i denti tpyarutnexass. edu/ stthat
pear to work properly when dhtt /'l chrome. googl e. com/ we bsg otrt
st commonly downl oaded i Phoneoo penopkcbjejfjenbiepifcbel ghi
Il nerability are modified copihtt /I www. ghostery.com What ¢
cording to FireEye, i Phones asque
cks as Android devices. AccoYo have I|ikely noticed that ntihoer
arch engineer and scientist dai ments on many of the web page
reaten Apple devices are “Whfo many of the same items thatby
ssenger, Googl e Chr ome, Bl aclyo even notice that many aof
ber, Telegram and VK.” Thesesa online sellers whose wefbr opma
nuaipnpee ar i ngmaliilmsk sori nSMS t ext SO0 ses, you may also see onli
e functionality of the genuirvi visited websites, off®tre n:
is valuable personal content.th u have | ooked at on otrhgert
hone vulnerability can steal th e owners of many websi tmas,
mpr omi sed phones. Among the er e a variety of tracki nis qgtuee
Il nerability can perform incluas individual, the types ohowe
aced on Skype, Wechat and ot tftan vices viewed. Whil e manyanet
ssages from i Message, WhatsAp n ting and wuseful, and e vaennd
her SMS appsme sa@nd hisalbrical"f web sites and online servi
bsite histories; steal contain such personal informatdono
otos from the phone. Apple hacy. s cl
is vulnerability, and pushed S USEe
ere are inevitably i OS deviceSome of the more common methods o
ese patches. personal information and shopping
"tracking cookies" on the wuser's
recent days, on the Austral(smal/l graphic files which traasn
gazine, another cel |l phone vpi xel in size); and the di s sdemvm
ckers in Germany were easilyentered on a websit®@®@um€ooki as pabe
tween individuals in Austral pieces of data which are by deof aru
pture |live calls is known as storage of the device being usteac!
widely wused, |l egiti mate andcookies are benign and necessanmryi
operly direct calls and textwords and other |l ogin infor matrieacn
mputer Weekly.com said, “Likespeed the web process, some abher
ploitation by fswmphddtticiandedpasirabl e.
I intentions.” I n another Cor “Se
aw exposes billions of mobilThe t common type of un wanngt, €c
Il ine magazine says, “Hackers"tr ng cookies", which aretsy]
scrupul ous commerci al operatooth torage medium, just asieotah
re of the mobile phone signalbe by other third partieBi lal
bile phone wusers around the abo the wuser, mostly for tatrgteh:
t a, interception of their vocompanies that have a lucratievier a
7 is not a vulnerability in tacc to the tracking cooki esvuwh
not brand or operating systin torage, most often by si nopildy,
, Bl ackberry and other systeer give the users the optionyta
ity in the switching systemac ssed, but the default is ;;taeohe
ar currently saved in the device
those of us who routinely vy emoved by most of the reputaé
without much thought about the su Mal warebytes ( mal wa riethiyet:
phones and cellular <carriers, (s eranti spyware.com) . sider
nd. While | am fully cogni zan nue t
smart devices pretty much as | Wh any wusers might find shocki
e X itly allowed many of the we
co and other marketing infor

(Continudd®d on g


http://www.theexaminer.com

(Continued

devi
cy

Comp
ular tool
part
tabl
sour
of t
Omar

2015,
"How Do

put s
'y k
your

Thi s

browser, i

whi c

T e x aast

Il den
S ume
dat a

T—woDVLOLE"TH OSSO~ -0
OCWOg~"~"O®O®TO0 TO®ODdATDIT X
ﬂsm—-m—o-o < ST ® ~*® —~ —
—om—<~® C

D =
=)
o

wi t h

Mo v i
repr

O 0O S w!
[ Nen i DR ¢) R
®© - o

presentati

from page your
formatio

s tocates wh
of t hosi ndi ati
ver gavepar es;
puters inf ma t
of "cat t h
pl ayet ha t he
Mo swar nt

r fulpri cy
typithe "pie
, or itown nfo
hey simio a
mat i

but

pri

When | mention thi

, s 0o me

ces.

deny t
ation o
ething
webs

1 C
y ti
or
e s
t
r
Vv

I
n,
er s
|l ex privacy statements, oft
to legitimize the placement of that website's or other third Pri
y commercial tracking inforweb
t, or other device. These (PI
e of revenue for the websiChr
e | argest and most reputabuti
L Gall aga, eSft attlrees mAwms t idma
and reprinted by " Gover nOn
Websites Use Your Data’la
website privacy policy | anwi
now whether your email addrbr
Social Security number, anpl
at
new tool, currently | a
s "PrivacyCheck",-i @) ha
was developed by the Cense
Austin (identity.utexas.Gh
tity, "Privacy@hemnkt einsled brop
rs an overview of the ways si
i n a -aglamitiec alf,or 'matt .
tiomg ,adapps, and certifi
m to access the text of anyha
company’'s privacy policy ait
rning icons that indicate tcy
sonally ldentifiable I nforme
Chrome from th Chr ome er
and entering "Privacyyet
PrivacyCheck, as |

y C

es

e b

c

h i e
o]

e a
rs

sy

—

free

h

~Po—w=<—00 —=

cat iOur rs
cc
k.
i c
or
vV a

ter p

we b

owser

vate information, red ind
n to others for marketing
at the website does wianh
ng that website seanlds
the si con, cir ogulaar
ion gath from chil des
e distri of i nfyrssa
site wild.l provide i rAfgore
or subpoena; the "opeagr b
policy changes and -guvsng
chart" icon indicates i wtk
rmati on; the tenth icoh,t
rrows, indicates whatctéae
yell ow indicating that a
onal |y i fiable infor
en @
met |

p o

X

dentii

excell ent
doing with
weakness is$
Users of pbede
de signifmtcaa

heck 1is an
are really
ut its major
browser.
s that provi
haa vber obweseeno tuesdi
on call ed méeGhc
on computegsy
including Firefox, Gh raocn
as well as on mobile devi
stems. According to its w
tracker database on t hGChri
|l argest tracker databage
profile and cull overer2siot
di splays the tracking o
and gives the user the ab

per s

f my PGoesn, als
extensi

ml essly run

shoul d blega-a
ersonal i mfeo U
browsers péaé¢g
ed " Do Nottyp
name. Byl ows
and otheom/ut

1e |

. 0.5,

be
some si
cy setti
rotected.

cal l
mi |
ngs,

| e T——

is important to know
a web presence to p
penalties for viola

PrivacyCheck to deter mi
web site, downl oad and
or e (chrome.google.com/wehttp
ted website wusing the Chr
ment , often linked at the p
cy statement page. On the
icon which is I1ight brown
case "i" within a brown
wse to a privacy policy andcorporat
arger icons wil/l appear, Wigt fraud.
red coloration, indicatingtips on
that privacy policy and

n 10

new st
million
account
G ypes of

ST D0, o

Il denti ty
°f one can
0Nt raud or

ng the
esents:
user'
es t
c st

i nf
user soci
r ot her wi se

cursor

over each
the " i

nvel ope"”
ress,

arrest

i
ed
yourself

wn =

Ways t
By
/'l askbobranki

the end of the story

requ
and t
icie

Fil e
Yoursel&n fé
Ask Bob® RGh

com/ 10 _tPBB i
pri-v
shows that

identitoé}jef’
consumers in the a?
" and-t'woc odurnthet fiotsa
heft. In additioRC®€a
|l eaves consumer s uf
password pract’iced
ng fraud and ideﬁf?

The Ranki

Protect
Ranki n,
n.

n
o
Bob

udy
u. S.
fraud
I D t e
i ons e
Poor
avoidi

theft is
fal victi
robbery,
severe
for cri
against

omeobént herlm
m. When a r
the impact 8
and can |l astS%§

mes you d|d
identity thllep\feeS
is r

(Continuddn ®nuy

e s
| ¥h
ﬂe
Sor

S



(Continueddfrom page

junk mai l which may contain con
) .. offers that can al so be |ntercep
The telltale signs that your idppLLEtYeBAS thheenysSitP! 80i mMRRAP pnéuq
unnoticed for months, even yearﬁww.'onetxopultipcraebslcereeﬁﬁa rc%ens .7orq= —your
card bill may be chalked up to cIerPcaI errors Letters rom
you've never heard of and certgiRlgYt "eUEHsdi 8h P  NESSe Wltfh na)
ignored. But eventually, an enotromorposticfryed'gu Cp dpipdﬂé’ i &8¢ cpla
police show up at your door. You, agesdeng eﬁcé%é’&utﬁ géoﬁ’mé Fhi 88n
the real nightmare of proving "hea'gpleﬁigooirt"dekb‘?g!' ST d, mar k t h
) it does not arrive within 10 bus
Prevent ldentity Theft change of address request was f.i
) ) ) panic button. )
I't can be maddeningly difficult to clear your name, costing hund
hours and thousands of doll ars.pglat ' s W yyo'utr' SSdcmpaolrtS'i@cIurﬁoty
NOW to make it as difficult ast,p(g?s,i]gé@ a{orurpl a”PnEjeerntHQMé'rGt'f
y ou Take action on these ten tailpcserehsat%o‘b’i'oﬁ?spBFNBleﬁtif’lﬁ?,d you
the scales in your favor: icae.
Check your credit report on a reggdage rbaﬁl' (:|rt|§’ ﬁregudifAFQref§ \N?t
rect information, or account s XE’HOLprPns'tcarnencootgno' pel}{l d @ |fﬁ6
Credit Reports Online explains_5h 8%3, a?]éjtlt wFen 9§§s J'Ird’r?c
credit reports per year, and avej nEh%Jn?'bﬁ i =, ra%/;aortl eF T MBS 1 e
o ess quarterly, or lock down \}\;
Shred your sensitive personal dfocuerrkeentlss btg)eefrorﬁaenetnhtrowrfd“gfrtehee”K|an
A bapoeaweyeedutr sshg edder can renghery, YouUsn s aa'blﬁailq%a?f‘ ns empl oy me
credit card information unreadapb epﬁ"é‘ﬁjec§ér1\?iééassné aln'ngs@roanc u
di ving" is -taecfhavwaryi tkey wWhiwch | D ptjhgl eé’oenssucn?elrl'es‘:tbnqaorhk uide to cr
statement s, credit card number s, H0Girklgi PehUt et Nﬁwgg?fﬁx,alﬁ)gpé’
bits of your identity from your . }Eagsh - freeze.
S http://consumersunfoeebpefy/ researc
Be wary of telephone SOI'C'torshtatSks':nlgle\/\R/\f.fpreereszcbn.aelqu(?rfafx'.@%%?'P‘P
mation to "verify your identityp{ OMmaRwSERREr i RNOLYR SHMEQAES M
claims to be from your bank orpcd@ditydrnid aGQmMmadh. c6mALBI B8 4
there is a problem with your ag¢eaUterelbn¥PlhnfAddc NOitt YA ddAd & at
hang up andre@l humbert oinl your statement, then ask for
the security department. This hapde eagret°pI”bentryecoefntcloymmo'n” stefhes eW
the Chase Bank breaches. A perSiodnenctliatiymitnhgeftto, eyt f rs%Mme® N aes Gal
my unlisted number and asked foyf; e Pwi Namee I a v 997 erle stehser My mby
on the caller 1D, and found tha{hg;quyigthaernsev\)'eipdoerntteldtysifn}ia{@d ¢id
) data breaches perpetrated on | ar
Keep important documents, such BspbeaXah8tYbPNSuworRiamt Eha&let igfficc agt e
security <cards, passports, IifebePrh%lérdar}coe ¢ b Wl iqsdeﬁ@gtg‘,ipﬂ@f:'tc
ments secure in your home. A fifﬁp{)&pg EREeshswindOoPHel thERrorbPUL ¢
ber to bolt it to the floor Oro'?ic!:%nisﬁm\é/?lHatgoﬁ/gigeéfPéfPQdTru
Bitlocker to encrypt your personal and financial data, 1 n case Yy
puter is lost or stolen. What about LifelLock?
ATM Safety: Make sure no one ﬁ(oboﬂwgyngeoé’gﬁsiy(ﬂ)éjrrirﬁdﬂ'OL“'IfdeeLrocV\kheo'
you enter your debit wodbrad'es tRIrNQigtg liasng! AT tohroupgohi Nthi s can be hel
recommend the "two finger methopdeﬁvpp{% YR RPOTWNY |t Woe fel (N g4 é"‘ﬁ
ATM keypad, but only press withyobhe, iangna\(%%kltforgeasrlsyplc poqusss
for someone nearby to discern Toh“ery HI|N aMhei (e WP i teﬁ‘é HS'['E
should also be wary of "ski mmi nrgepaqer"itches daam%'@Ms gy d b%
which can be used to steal your  caddodpfog mag 9S(_7e icéo‘forua{u
mers to |l earn how to identify tplels§ B?)ﬂt@@?io ttspér l&e§bsaorrbsebcur,
a talb esukti mmer s/ ance coverage to residents of New
Memori ze Pl Ns, account numbers,ltancdanpabsesw&rﬁ r Qﬁc@ott Wr"néﬁz? eth,e
down. And for heaven's sake, d oy aNOlpy tP Yty cSuC My aS cy %r%croanpsne(?/vfa
kept in your wallet, purse, org} BH?pacg%?'\/iéSesmé‘hrgéaLFfieLd'féll
Your Password Strong Enough? andgd; Rasspwords Mapnagetsse F@8 w4
Devi ces.
httop: //askbobrankin.com/is_yourgaagpﬁvgébgggygg&_glnglug]hFﬁtPn[event
http:// askbobrankin. com/ www. identit uard. com
sync_your _ passwords_on_windows_Walgv_fipgS§@a}/g.pggﬁ]es.htmI
Get bl ank checks delivered to your bank branch, not to your h o
mail box from which they may b stolen. On &M M Tar note, elimi

e
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The Rankin File gMFrom the Presid
What i s Medical Iden@ty Thefet ? Edit or

Bob Ranki n, bob@r ankin. o

September 22, 2015 Col ®®Ruired reading:

) ) Mal vertising
Medi cal Identity Theft on the RgySepave Pal mer PAGE # 3

Your <credit and bank account bWhé‘tnCiesae{r? @)pd|0thte KGnloy valuabl es
identity thieves are after. AsBP,he[ﬁV pcaqrnpercosts havepggp'rgdy
incidents of “medical identity h which crooks steal t he
tials that enable one to Obta'rbcrteoaoletrh|%arNeatalrb%asfe'C'ybtef?e’Betc‘hr(i"tt@
Here's what you need to Know...pawareness Month PAGE # 6
Medi c al identity theft i's on t@%cﬁfﬁ?y 6\{}&5 SS9l ¥t AdediSe MULhy MG
cult to guard against this typenqf olifg tesand much baggen to
the havoc it can create for a victim.

) . More security vulnerabilities di st
The Medical ldentity Theft A"drf"d"'rFees,eScta'r”Mteerss that OVeRhGE. 8 4dni
Americans have been victims of medi cal I D theft, and 2014 saw
500,000 more cases than the pr ewyhagdVsy Ye® aWe p sliNtdels PpAod ng€ Wi tinS sure
much worse. The MITA"s | atest ?6‘15r"elb‘erwéénaclonldriifcdrerﬁ t1iNo pNOGVEE ngbseor
2014, before the disastrous | eak of mi | ion patients’ per sons:
information from Anthem. And j yst V\Yaeysstecrodqi‘yrotecrtea( ulrkat sang ‘o8l
Amazon's Web Services platform exposed 1.5 gidl 2 PEY PREBEISi#P I 1
medi cal records.

) ) ] What is Medical Identlty Theft ?
Criminals can wuse victims’ birth dates, Socg alg %%/CLBFOIthy%aj}Elkﬁwh}]elrzs
the I D numbers found on insurance cards to obtaln medi cal ser vi
and prescriptions at hospitals, c¢clinics, and doctors’ offices. W
cal providers today routinely sjcagh|yogd aQrtH@rSusndlag,ce@Csteobeyoyg ma
that they aren’t very diligent about verifying its authent|C|ty
Medi cal ldentity Theft Pl ease comfaiirlmayladureses, so the PACC TA

to |l et you know, the newsletter is a
A fake | icense that wouldn’t f bhan kg I Ky qguor store clerk can be |
rack up thousands of dollars i mm . T Y | y. I
cards, generally, don’'t bear p ‘%yotéﬁ' é\‘? rﬂﬁl?%nh? AEQJ%”EED@ saflo et
credentials, a crook may visit btelﬁea%er ogépelgrz;\ Ser Q,Bﬁrrg@(pelress,uc,g
tors to obtaipmrobeenmiocaeascandcsdsr ulgs PACC Web Site: http:/|f pacec

The records of these transactions are added to victims’ heal t h
ords, and should be visible on ghaurnrt EkipmanaBubdbn Sefci Bén eSfeictusr ilteyt t
bogus healthcare transactions oMateinongodoundetchatngdd ;f @&r cmO@WKh € aor

year s.

There is no way to “freeze” healt
The MITA's survey found that thereadetagerdiascetmudid hbereearma 0P
ica 1D theft until three months after it happened, and 30 percent vic - gous t o Experian, TransUnion, an

tims could not determine when tatcdiivitigalatngl came monedenti &l § owes
properly used. Health care privwacy alregwg rfaomed viocbembelkpf ble timt

involved in investigations of medical fraud.

I'n short, there are very few pro:
Can't Get No Satisfaction little help resolving its conseql

Theft will help you safeguard you
I f you’'ve ever challenged a hospital bill, you know how hard it
to prove that you did not authépsigde brometlhate the mgstatimamaer tcd
Only 10 percent of wvictims in meldixgal dPrvuvdefitnidbcaecadtithey rwea
“completely satisfied” with thdetéseosbsutih@ats cometheom Yagrshealpt
percent of respondents said thePydne/n daesd Su0p0np Snfghei)h alvreirvagy.e loff
$13,000 to resolve disputed clatimbay in challenging it.
MI TA estimates that medical | D Arheefyto Ucrciomecse ranreed aa bgsute ogihleiri ofnor
try Larry Ponemon, head of Thfeenpendmorknpwbsedget and hat p rcooancdtuicu
MI TA”s annual surveys, believesRephoartt s* aOnmeidiiecaandr el r Bl RS: clothan
more valuable than everything e$tepstyodybancirabs. bcredonl icaeds
and are replaced frequently, rendering them_Haehess to fraudster

1o
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Dues: $25 per year
Make your check out to: PACC and send it wit
Treasurer, PACC, ,CraabefCaghméwp. CpuP

cut her e.

PACC HELP LI NE 6666%%\:’\;6{6!6[9
Hel p is available to PACC members on t ogp
those | isted bel ow. |t i s recommende 1| c
shoul d be mad e via the PACC WEB SITE her s
guestions and responses. Be courteou HD external USB 2.0, 400 Jrin

GB Western Digital, $30

NAME COMPUTER ARPHONTI ME Contact Vishnu
724 - 553 - 8051

vka@zoominternet.net

Agrawala, Vishnu Hardware 7245538051 3- 6:00 pm
Cutrara, Phil Geoworks 7660274 N

Classified adBuy, Sell, Trade. Members
Fisher, Bill Cobol, Word Perfect 3678996 7- 9:00 pm may place free ads (up to 5 lines).

For commercial ads send a inquiry to:

Konecny, P. Windows, DOS 6.2x, MS IE,, Har 7956075 8- 9:00 pm PACCCOMM@Aol.com
I'f you would Iike to become PACC HEL AT TENTI ON- nfo
mai | t o: pacccomm@aol . com AS OF JANUARY 2012 THE DPES FC

BERSHI P ARE DUE AT THE $AME 1T
OF THE MEMBERS. THI'S IS |TO EL
CONFUSI ON ARI SI NG FROM FLECTF
LI VERY OF PACC TALK. ANY O
PERI OD WILL BE PRORATED, I'F ON

Reprint Policy.

Permi ssion to reprint
TALK is given to school,
and nonprofit organi zatio
that : (a) PACC I nc. rece
publication (b) credit [
the source (c) the origin
and (d) the article autt
copyrighted the article. R
compensating our valued co
can be made to receive cop
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=  PACC TALK =

OFFI CI AL NEWSLETTER OF THE PI TTSBURGH AREA C
P. O. BOX PISTTSBURGH PA 15
NOT RESPONSI BLE FOR TYPOGRAPHI CAL ERRORS OR WR

NEXT MEETI NG: October

The Pittsburgh Area Computer Club (PACC) holds its m&etiRgStimelay of each
month. The next meeting will be in roonP8iht Bark UniversjtyWood St. and Blvd.
of the Allies. The doors open at 11:00 am and close at 4:30 pm. Bring your PC!

FOR SOME YEARS THE PACC TALK WAS AVAILABLE IN DIGITATHEDRMAT
fore, as of January 12, 2012, the membership dues are payable in the first month ¢
calendar year

Renew your Member ships 11 Send a chec
and addressed to Treasurer, PA®Cashmere Court, Cranberry Twp. , PA, 16066.
Classified adsBuy, Sell, Trade. Members may place free ads (up to 5 lines). Article
should be prepared in plain ASCII text. WITHOUT formatting. Deadline for articles i
25h of the month. Send them to P.J. Konecny, P.O. Box 557, Monroeville. PA 15146.
PACC homepage can be founddt:t t p: / / pacc. apcug. g

PACC OFFI CERS AND VI Ps
Presi P J. Konecny 7956075 Editor Pavel J. Konecny 7956075
Exec VP Bill Fisher 3678996
Treas: Vishnu Agrawala 7245538051 MALETi m Prepe
VP Prog.Rich Springer 6552883 MAL 2 Pat Barron

VP Edu-Homer James 3410252 MAL 3 Anil Rodrigues 5214096

PACC SI G LEADERS

Hardwar¥ishnu Agrawala 7245538051 WindowsP. J. Konecny 7956075
MS Publisher P. J. Konecn' 7956075



