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11:00 -11:25 am 

  ROOM # 311 

Sign In, Pay Dues, Greet visitors, Purchase 50/50 

tickets (Optional), Setup Computers,  

Connect to Internet , Prep for Meetings 

11:00 - 11:25 pm 

  ROOM # 301 

PACC  BOD  Meeting  

                                              

11:35 - 12:00 pm  Windows New Users           

12:00 - 12:30 pm 

  ROOM # 301 

General Meeting,  Raffle.     

 

12:35 - 2:30pm 

  ROOM # 301 
 SMPLayer                                                    (pg. 1)  

 DocFetcher, WinSCP,                                 (pg. 2)                          

  2:35 - 3:30 pm 

  ROOM # 301 

More programs and utilities é...   

               

  2:05 - 3:30 pm 

  ROOM # 311 

Hardware SIG                        

Users Helping Users  - guests  included     

  1:00 - 3:30 pm 

  ROOM # 311 

Linux SIG, Members Helping Members, 

Computer troubleshooting, Info Exchange 

  3:30 - 4:00 pm Pack Up Equipment, Doors Close 

The bestselling 

book on Windows, 

now updated for 

the new 8.1 features Microsoft has fine-tuned 

Windows 8 with some important new fea-

tures, and veteran author Andy Rathbone 

explains every one in this all-new edition of a 

long-time bestseller. Whether you're using 

Windows for the first time, upgrading from 

an older version, or just moving from Win-

dows 8 to 8.1, here's what you need to know. 

Learn about the dual interfaces, the new 

Start button, how to customize the interface 

and boot operations, and moreé! 

 

WINDOWS SIG 
 

SMPlayer 

 

“SMPlayer is a free media player for Windows and Linux with built-in 

codecs that can also play YouTube videos.” 

“One of the most interesting features of SMPlayer: it remembers the 

settings of all files you play. So you start to watch a movie but you 

have to leave... don't worry, when you open that movie again it will be 

(Continued on page 2) 
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resumed at the same point you left it, and with the same settings: audio 

track, subtitles, volume... 

“SMPlayer is a graphical user interface (GUI) for the award-winning 

MPlayer, which is capable of playing almost all known video and audio 

formats. But apart from providing access for the most common and use-

ful options of MPlayer, SMPlayer adds other interesting features like the 

possibility to play YouTube videos subtitles.” 

“Note: for those people complaining about malware in the windows 

installer: be sure you download SMPlayer from the official website. Our 

installer is completely safe and free of malware.” 

smplayer-15.9.0-win32  size is 23,565 KB and you can download it 

from here: 

http://smplayer.sourceforge.net/en/downloads 

 

 

ñDocFetcher is an Open Source desktop search application: It al-

lows you to search the contents of files on your computer. — You can 

think of it as Google for your local files. The application runs on Win-

dows, Linux and Mac OS X.” 

ñFeatures 

Portable version available 

Full Unicode support for all supported file formats, except CHM 

Can read the following archive formats: zip, 7z, rar, tar.* 

Can read Outlook PST files” 

 

Download the  docfetcher_1.1.16_win32_setup  (37,781 KB file) from 

here: 

http://docfetcher.sourceforge.net/en/download.html 

(Continued from page 1)  

WinSCP 
 

 

WinSCP is a free SFTP and FTP client for Windows, and a multi-

functional tool that improves your productivity. WinSCP copies files 

between and remote computers using multiple protocols: FTP, FTPS, 

SCP, SFTP, or WebDAV. And WinSCP offers an intuitive interface.  

 

You can also automate WinSCP functionality using .NET assembly or 

simple batch file scripting. Use WinSCP for common operations with 

files and edit files directly from WinSCP using WinSCP internal text 

editor, or by integrating with an external text editor. WinSCP operations 

are not limited to individual files; WinSCP offers several ways to syn-

chronize your remote and local directories. After connecting to a site,  

store site information for easy access. WinSCP integrates with Pageant 

(PuTTY authentication agent) for full support of public key authentica-

tion with SSH. Admins love WinSCP support for portable operation 

using a configuration file instead of registry entries, suitable for opera-

tion from removable media.  

 

 

This free program  -  winscp575setup - is 5,725 KB in size and can be 

downloaded from here: 

http://sourceforge.net/projects/winscp/?source=directory 

 

 

the end of the story 

the end of the story the end of the story 

Application Interface (Similar to Norton Commander) 

Application Interface (Similar to Windows Explorer) 
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the end of the story 

 

Malvertising 
By Dave Palmer, Member,  

Tampa PC Users Group, Florida  

March 2015 issue, Bits of Blue 

www.tpcug.org 

dkp205 (at) hotmail.com 

 

 

Just as ‘malware’ is short for malicious software, ‘malvertising’ is 

short for malicious advertising. Like many services on the Internet, 

online advertising has become highly automated. And like nearly eve-

rywhere else on the Internet, cyber criminals have found ways to cor-

rupt that automation to turn a profit. 

 

Have you noticed that after you do some online research for a specific 

purchase that you soon see online ads for similar products on different 

websites? That’s a result of websites leaving ‘cookies’ on your com-

puter. Cookies don’t identify you personally but they can identify you 

as having an interest in a category of products. In addition, the IP ad-

dress of your computer provides a general geographic location. When 

you visit other websites, they read your IP address and any cookies 

left recently. They also provide this information to an ad network 

which quickly adds interest-based or location-based ads to the web-

sites you visit. Now advertisers and ad networks know your approxi-

mate location and the categories of products you’re interested in. 

 

How online advertising works 

 

Ad networks consist of publishers, advertisers and the middlemen who 

connect the two. Publishers are the owners of the websites you visit. 

They sell advertising space on their websites. Then there’s the adver-

tiser, the individual or business that has a product or service they want 

to advertise. They buy advertising space on websites. The sites you 

visit usually do not play a direct role in choosing the ads you see. In-

stead, a middleman, a third-party advertising company, manages the 

ad selection and placement for both the publisher and advertiser. This 

makes the process more efficient for everyone. The process is highly 

automated – humans are only rarely involved – usually only at the 

beginning for initial approval.  

 

This business model, advertising supported by ad networks, supports a 

large portion of the Internet, providing the ‘free’ information and web-

sites we have come to rely on. Online advertising can come in many 

forms. Ads can be a single static image without animation, ads can be 

animated in one of several different ways, or ads can be video-based. 

There are popup ads, pop-under ads, banner ads and a dizzying array 

of shapes sizes, styles, formats and technologies involved. 

 

As this advertising business model has developed, ad networks have 

spread across the Internet. Over time the sheer volume of ads has giv-

en rise to a massive and tangled conglomeration of ad networks, ad 

exchanges and other related businesses that buy, sell, trade and swap 

ads and ad space constantly as the tides of supply and demand shift 

constantly. Of course, opportunistic cyber criminals weren’t far be-

hind. They soon found many ways to abuse the system for profit.  

 

Delivering the payload 

 

Bad guys may scam the system by posing as legitimate advertisers. 

They may hack into legitimate but dormant accounts. Either way they 

gain access to the ad networks. They then create legitimate-looking 

ads to disguise malware to either deliver malware directly from booby

-trapped ads, or to redirect viewers to a poisoned website that delivers 

the malware payload. In most cases neither the publisher (the website 

displaying the ad) nor the ad network providing the ad knows the ad is 

booby-trapped.  

 

One major obstacle to detection of malicious ads is that they are not 

persistent. Once the user leaves a website or closes the browser, all 

traces of the ad disappear. In addition attackers take great pains to 

make their ads hard to detect. They may enable their malicious pay-

loads only after their ads have been approved. They may set the mali-

cious ads to only attack every 10th user. They may set up many differ-

ent domains and redirect victims many times before the victims reach 

the poisoned website. These and other practices make detection quite 

difficult. 

 

Once installed on the victim’s computer, malware may look for login 

information for e-mail, social media, and bank accounts, as well as for 

identity information. In some cases the malware can lock the user’s 

computer and demand a ransom. 

 

Click fraud 

 

Another way the bad guys’ corrupt legitimate advertising is to commit 

‘click fraud.’ Click fraud occurs in pay per click (PPC) online adver-

tising when machines or programs imitate a legitimate user and click 

on an ad to generate a charge per click without having any interest in 

the ad itself. 

 

Hackers may use the malware installed 

by ads to commandeer the victim’s 

computer and add it to the hacker’s 

botnet – a network of hijacked comput-

ers used for criminal activities. Botnets 

(bots) are often used for click fraud. 

Click fraud sometimes begins when 

unscrupulous publishers or ad networks 

hire hackers to boost their numbers or 

to generate income. Computers in the 

botnet are instructed to visit various 

websites and click on specific ads. 

 

Here are a few eye-opening stats from an adweek.com article (http://

goo.gl/9zrH7X). Up to 50% of publisher activity is from botnets - 

automated click fraud. Bots account for 11% of display ad views and 

23% of video ads. Of the $43.8 billion in ad revenue, fraudulent activ-

ity accounts for $6.3 billion. More than half of traffic from 3rd parties 

claiming to lift publisher’s traffic numbers comes from bots. Click 

fraud is a major problem in that it raises costs for legitimate publish-

ers, advertisers and ad networks. Click fraud can also be used indirect-

ly to attack legitimate competitors and force them to pay higher adver-

tising costs. 

 

What can be done? 

 

Unfortunately there’s little agreement on who is responsible for ad-

dressing these threats. Both publishers and advertisers need to take 

action to limit malvertising on their networks. In addition a number of 

companies now exist to validate that ads are being seen by humans. 

They include WhiteOps, ComScore, Integral Ad Science, The Media 

Trust and Double Verify, among others. But since consumers are un-

der a serious and direct threat, we must do what we can to protect 

ourselves. 

 

How to protect yourself 

 

In some cases the bad guys are hoping they can redirect your browser 

from your intended website to a poisoned website so they can down-

load malware into your computer. For that scenario to work your 

browser has to:  

(Continued on page 4) 
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¶ Click “Internet Options” 

¶ Click the “Security” tab. 

¶ In the Security Levels for This Zone pane, set the slider to 
“High.” This prevents IE from running ActiveX controls, which 

is how many browser redirects are carried out. However, this 

might prevent some safe sites from loading correctly. 

¶ Click “OK.” 

 

These steps work for Google Chrome 40, Internet Explorer 11 and 

Mozilla Firefox 35. Other versions might use different steps. 

 

*The above instructions were taken from:  

https://www.ehow.com/how_8744477_do-links-

redirectingdifferent-sites.html 

 

 

 

What is an Exploit Kit? 
By Dave Palmer, Member,  

Tampa PC Users Group, Florida  

June 2015 issue, Bits of Blue 

www.tpcug.org     dkp205 (at) hotmail.com 

 

You may have heard the term 'exploit kit.' Maybe not. The term has 

become more prominent over the last decade as Internet crime has 

become more sophisticated. A few definitions will be helpful in ex-

plaining what an exploit kit is and how it's used. 

 

A vulnerability is a weakness in a system that can be directly used by 

a hacker to gain access to a browser, a router, a system or a network. 

Vulnerabilities can result from mistakes in software, weak passwords 

or infected software. The vulnerabilities mentioned here are the soft-

ware variety and require updates, patches, or fixes in order to prevent 

compromise by hackers or malware. 

 

A zero-day vulnerability is a newly discovered vulnerability. It is 

completely unknown to the security community. It has not been recog-

nized, analyzed or patched. Signature-based anti-virus software will 

not recognize it and cannot defend against it. 

 

To take advantage of a specific vulnerability, hackers create software, 

called an exploit, specifically designed to take advantage it.  

 

An exploit kit is a malicious software toolkit that automates the ex-

ploitation of browser and computer vulnerabilities for the purpose of 

spreading malware. I'm beginning to believe that 'toolkit' is too soft a 

term. 'Attack platform' is more accurate. The goal of an exploit kit is 

to automate the infection of computers or other systems. 

 

Exploit kit basics 
 

The earliest exploit kit was developed in Russia and was first seen in 

mid-2006. It was called WebAttacker, and it sold for $20 US and in-

cluded tech support. Researchers and security analysts are currently 

tracking over 70 exploit kits around the world. Together they take 

advantage of more than 100 different vulnerabilities. While they can, 

and sometimes do take advantage of zero-day vulnerabilities, the vast 

majority of the time they attack vulnerabilities that have already been 

patched. Those computer users who are slow to patch their systems are 

therefore at highest risk. 

 

Advantages of Exploit Kits 
 

Easy to use - Exploit kits are designed from the beginning to be easy 

(Continued on page 5) 

 

1) allow the redirect and  

2) contain a vulnerability that allows malware to be installed and 

3) operate in administrative mode to allow the installation.  

 

I’ve included some instructions below on how to set up the Big 3 

browsers to prevent redirects*. In case you still operate daily in ad-

ministrative mode, Merle wrote an excellent explanation of how to 

create a standard user account in the October 2014 edition of the 

TPCUG newsletter.  

 

In some cases the ad is booby-trapped 

with some executable script, often 

Flash, JavaScript, etc. Your protec-

tion is to use script-blocking software 

- NoScript for Firefox and ScriptSafe 

or Script Blocker for Chrome. Things 

are a bit more complicated with Inter-

net Explorer. Don’t use Internet Ex-

plorer unless absolutely necessary. If 

you’re an IE diehard check out the 

instructions here: http://goo.gl/

YTcQpK. 

 

Although script blockers are not terribly convenient, removing mal-

ware is way beyond inconvenient. In the end, the threats from malver-

tising are really no different from other malware threats across the 

Internet. So the protection advice is no different either. To reduce the 

threat from vulnerabilities, first minimize your ‘attack surface,’ that is, 

remove programs you’re not using. The next step towards minimizing 

your vulnerability is to keep everything updated – your operating sys-

tem, browsers, programs, add-ons, plug-ins, etc. Backup your data and 

system regularly. Use a password manager and strong passwords. 

 

Preventing redirects* 
 

Chrome 
 

To prevent Chrome from being redirected to another site without your 

knowledge, click the “Customize and Control Google Chrome” but-

ton. The button has three horizontal lines on it.  

¶ Click “Settings.” 

¶ Click the “Show Advanced Settings” link to display more setting 
options. 

¶ In the Privacy section, click “Enable Phishing and Malware Pro-
tection.” 

¶ Close the browser window. 

 

Google now displays a warning if the browser is trying to redirect you. 

 

Mozilla Firefox 
 

In Firefox, click the “Open Menu” button, which has three horizontal 

lines.  

¶ Click the “Options” button in the panel that opens. 

¶ Click the “Advanced” button and then the “General” tab. 

¶ In the Accessibility section, check the “Warn Me When Websites 
Try to 

¶ Redirect or Reload the Page” box. Click “OK.” 

 

Internet Explorer 
 

Internet Explorer doesn’t have a way to expressly stop redirects. In-

stead, you have to limit the whole Internet.  

¶ Click the “Tools” button, which looks like a gear 

(Continued from page 3) 
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to use. Their target market includes criminals with only low-level tech 

skills. They also provide a console or dashboard to help attackers track 

the performance of the infection campaign and provide information 

about the victims system. Did I mention tech support is included? 

 

Flexible – Most exploit kits probe for multiple vulnerabilities. Their 

initial payload can include multiple exploits, or they may download 

exploits to match the victim’s vulnerabilities. Customers can often 

customize specific features to fi t their business model such as ran-

somware, bank heists, botnet building, etc.  

 

Evasive – Some exploit kits can probe for anti-virus programs and 

virtual machines. If found, these exploit kits may stop themselves 

from running to avoid being found and analyzed. Some exploit kits 

don’t write their payload to disk but run directly in the memory in-

stead to prevent detection by anti-virus programs. They are called ‘file 

less infections.’ Exploit kits also use a number of other evasive tech-

niques. 

 

Continuously updated – Subscribers are continuously updated with the 

latest exploits against such software as Java, Adobe Flash Player, 

Adobe Reader, Microsoft Data Access Components (MDAC), and 

other programs and browser plug-ins. 

 

Good Communications – Once an exploit kit is discovered and ana-

lyzed, authorities and security firms can usually block communication 

URLs (web addresses) within 24-48 hours. To counter this, authors of 

some exploit kits provide fresh communication URLs every hour plus 

an automated process to update the URL to stay one step ahead. 

 

How an exploit attack works 

 

The hacker builds one or more websites that contain a 'landing page' 

and adds an exploit kit.  To drive traffic to the exploit kit, the hacker 

has many options:  

¶ Email spam - Spam campaigns using content such as warnings 

from the IRS, banks, and even police seem to work well. Fake 

alerts from legitimate companies that contain poisoned links are 

also popular. Unlike traditional phishing spam, the victim of 

these spam campaigns isn't taken to a look-alike site and asked 

for credentials. Instead they are directed towards a landing page 

that hosts an exploit kit. 

¶ Purchased traffic – Underground markets have ‘traffic providers’ 

where traffic can be bought and sold. 

¶ Compromised websites – When hackers compromise a website 

it's trivial to add a redirect. To slow down security analysts and 

authorities hackers typically add multiple redirects that change 

(Continued from page 4) frequently. 

¶ Malvertising – Malicious advertising is a relatively new and rap-

idly growing tool hackers have added to their arsenal. Hackers 

create fake companies and legitimate looking ads on existing 

online advertising systems to redirect victims toward exploit kits. 

¶ Just prior to connecting to the exploit kit, potential victims are 
screened by automated traffic direction systems (TDS). Hackers 

can filter out unwanted IP addresses (like security companies) or 

target specific countries or companies. 

 

Once a potential victim encounters the poisoned landing page, the kit 

quickly (in fractions of a second) analyzes the browser and its compo-

nents to see what’s out of date. If there is a usable vulnerability, the 

correct exploit is loaded and executed. The hacker is then notified 

which exploit was used as well as the victim's country, operating sys-

tem, browser and which piece of software on the victim's computer 

was exploited. 

 

As a result, and without your knowledge, the hacker now owns your 

computer. Additional malware will be added to prepare it to become a 

vehicle for further crime. Just as smart street criminals don't use their 

own vehicles for street crimes, cybercriminals don't use their own 

computers for Internet crime. They will either use it to commit crimes 

or rent it out to other criminals as part of a botnet. 

 

Exploit kits facilitate the addition of most other types of malware such 

as backdoors, droppers, banking Trojans, spyware, ransomware, bot-

net malware, scareware, keyloggers, rootkits, viruses, worms, adware, 

remote access tools, and ad fraud malware. 

 

Earlier I mentioned that exploit kits could and probably should be 

considered attack platforms. A comparison could be made between 

exploit kits and unmanned military drones. Both carry sensors. Both 

carry weapons. Both can be programmed to operate with little or no 

human oversight. Both can be assigned a variety of missions. 

 

Exploit kits are commercial products developed by teams of special-

ists. A recent example is the Blackhole exploit kit developed by Dmit-

ry Fedotov (aka Paunch) and his team. Blackhole was one of the most 

notorious exploit kits of the last decade. Popular and quite profitable, 

it was first offered in 2010 and lasted through the arrest of the Paunch 

and 12 others in late 2013. 

 

The Blackhole product itself and the service and management of the 

business was quite sophisticated and business-savvy. The scripts that 

made the software work were protected by a commercial coder to 

prevent other criminals from lifting & reusing the code. Blackhole was 

reported to have had thousands of customers and making $50,000 a 

month. Paunch was the first to use a ‘rental’ business model for ex-

ploit kits. Other licensing agreements were also available, all of which 

included tech support. 

 

How to protect yourself 

 

The standard excellent advice you've heard dozens of times before still 

applies. Run in Standard User Mode, NOT Administrative Mode. Stay 

patched & updated. Don't click on links in e-mail. And I'll add one 

item not typically mentioned: Configure your browser(s) to deny redi-

rects without permission.  

 

More information  

 

http://krebsonsecurity.com/2013/12/who-is-paunch/ 

 

https://www.trendmicro.com/cloud-content/us/pdfs/security-

(Continued on page 6) 
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intelligence/white-papers/wp-evolution-ofexploit-kits.pdf 

 

https://blog.malwarebytes.org/intelligence/2013/02/tools-of-the-

trade-exploit-kits/ 

 

http://www.securityweek.com/black-hole-exploit-business-savvy-

cyber-gang-driving-massive-wave-fraud 

 

 

 

October is National Cyber Security  

Awareness Month 
By Ira Wilsker,  

Assoc. Professor, Lamar Institute of Technology; technology col-

umnist for The Examiner newspaper www.theexaminer.com/; depu-

ty sheriff who specializes in cybercrime, and has lectured interna-

tionally in computer crime and security. 

 

For the past 14 years, I have been promoting the annual National 

Cyber Security Awareness Month, encouraging individuals, schools, 

colleges, governmental agencies, corporations, clubs, and other groups 

to get involved. Every year since its founding in 2001, this annual 

event has been recognized by bipartisan presidential proclamations 

declaring October as National Cyber Security Awareness Month. 

While many organizations around the country hold a myriad of events 

during the month of October promoting cyber security, locally the 

premier event is hosted by the city of Port Arthur and its most capable 

information technology manager, Fay Young. 

 

In recent weeks, hundreds of thousands of taxpayer records have been 

digitally stolen from the IRS; a multitude of financial institutions have 

had their customers’ account data purloined by hackers for nefarious 

purposes; and millions of individuals have been victimized by a varie-

ty of online attacks from hackers who steal their personal information, 

hold their data for ransom, and trick individuals into disclosing 

usernames and passwords. Sensitive military data has been stolen by 

hackers and other data thieves, and unfriendly foreign government 

hackers have stolen hundreds of billions of dollars’ worth of American 

intellectual property and used it to unfairly undercut American indus-

try or to dissect and copy our most advanced military weaponry. 

 

I am amazed that despite years of imploring individuals to use differ-

ent and complex passwords for each of their online accounts, many 

people still use the same easy-to-guess passwords to access all of their 

accounts. Hack or crack any one of those, and all of the victim’s ac-

counts now belong to the hacker. Bank accounts are drained, multiple 

illicit purchases are made from online sellers and delivered to parties 

unknown (all of which are then billed to the victim); inappropriate e-

mails are sent to people of authority and power, traceable back direct-

ly to the victim; and scams can be perpetuated on the friends, rela-

tives, and acquaintances of the victim by sending spam that is appar-

ently coming from a trusted sender. 

 

Now that so-called “smart devices,” mostly Android, Windows, and 

iOS powered phones and tablets, are taking over roles previously per-

formed on desktop and laptop computers, they have become the tar-

gets of choice of dishonest people out for the fast buck, at the expense 

of the otherwise innocent users. A popular online pundit, Kim Koman-

do, recently posted the “7 Worst Apps That Violate Your Privacy.” 

Some of these questionable apps are popular games played by kids all 

over the world, but these are more than just games, as they compile 

and send extensive personal information, contact lists, microphone 

and camera captures, and other content from the phone to third parties 

for questionable purposes. Immensely popular social media apps are 

being inappropriately utilized by pedophiles engaging in “victim ac-

(Continued from page 5) quisition.” While for many of us our smart phones are addictive, we 

must also be aware of the risks that these wonderful devices impose 

upon us. 

 

It is not too late for people to promote the concepts of cyber security 

awareness right now, and is also certainly a worthwhile project for 

next October. An abundance of material including brochures, videos, 

lesson plans for all age and academic levels, and other content is read-

ily available for free from Stay Safe Online (staysafeonline.org). For 

teachers, college professors and administrators from K-12 to graduate 

school, Stay Safe Online offers prepared information that is ready to 

present to appropriate audiences. The website lists age-appropriate 

concepts for which the organization provides complete and free in-

structional content and media. It’s easy to participate and use. 

 

Businesses have become prime targets for cyber crooks who have 

stolen enormous amounts of money directly from the businesses as 

well as their customers. Hundreds, if not thousands, of small and 

midsized businesses have fallen prey to scams that illicitly transferred 

funds from their bank accounts to distant thieves, mostly in Russia, 

Eastern Europe, China, Nigeria, Iran, Pakistan, and other locations 

where the likelihood of recovery or even of prosecution is nil. In re-

cent history, we are all aware of the massive credit card thefts from 

many other well-known retailers. Millions of those credit card num-

bers, complete with enough additional information to conduct unlaw-

ful online transactions, as well as to produce excellent quality counter-

feit credit cards, were widely available for sale online, mostly on Rus-

sian websites. Within days of the massive Target breach, thousands of 

counterfeit credit cards bearing data stolen from Target were confis-

cated by Customs and other law enforcement agencies along the Mexi-

can border, many of those cards already used to purchase thousands of 

dollars of goods from American merchants, and then carted back 

across the border. Richard Clarke, a renowned cybersecurity expert 

who advised several presidents, has written that all of the Fortune 500 

corporations have been the victims of hackers, and billions of dollars’ 

worth of intellectual property have been stolen, mostly by the Chinese. 

Obviously, businesses and their employees need to be made aware of 

the cyber risks that they face on a daily basis, and be adequately 

trained in safe cyber practices. 

 

Businesses can utilize the free materials and teaching guides available 

to them under the “RE: Cyber” program from the alliance. Executives 

and managers up to the top executive level as well as the board of 

directors may find the educational information available at 

staysafeonline.org/re-cyber appropriate for their degree of fiduciary 

responsibilities, as the information covers Cyber Threat Trends; Get-

ting Started (with a corporate cyber security program); Board Over-

sight; Cyber Risk Assessment and Management; Cybersecurity Ma-

turity Model; Cyber Regulation; Legislation and Policy; and Creating 

A Culture of Awareness. For employees, the material available online 

at staysafeonline.org/business-safe-online will cover many of the most 

important topics that the rank and file (as well as managers and execu-

tives) may need to be safer while online. 

 

The general public will also find valuable information available at 

staysafeonline.org/stay-safe-online. Topics covered include, Malware 

& Botnets, Spam & Phishing, Hacked Accounts, and Securing Your 

Home Network. I cannot emphasize enough the utter necessity for 

everyone to become familiar with these most basic home cyber securi-

ty and safety concepts not just to protect our computers and our per-

sonal finances, but to also protect our most valuable assets – our chil-

dren. 

 

I am offering an open invitation for everyone to attend a free, public 

celebration of “National Cyber Security Awareness Month,” which 

will be held on Thursday, Oct. 1, at the Port Arthur City Hall, 444 

(Continued on page 7) 
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Fourth Street, 5th Floor, starting at 9 am.  

 

Kudos go to Fay Young, the Port Arthur Information Technology Man-

ager, who has so ably promoted these annual National Cyber Security 

Awareness Month events for the past several years. We need many 

more like her doing much of the same in our schools, colleges, busi-

nesses, computer clubs, and other organizations. Individuals also need 

to be better aware of proper cyber security in order to protect their per-

sonal computers and other smart devices. 

 

While I personally applaud and commend those who are involved with 

promoting and implementing these most useful and valuable events, I 

personally believe that cyber security is too important to “only” be a 

monthly event. Protecting our cyber world needs to be a continuous 

practice. 

 

Those interested in attending the Port Arthur event should preregister 

online at registration.cityofportarthurtx.net. 

 

 

 

Security bug could threaten  

950 million Android devices 
By Ira Wilsker,  

Assoc. Professor, Lamar Institute of Technology; technology column-

ist for The Examiner newspaper www.theexaminer.com/; deputy 

sheriff who specializes in cybercrime, and has lectured international-

ly in computer crime and security. 

 

 

In recent weeks, at least two potentially frightening new vulnerabilities 

have been discovered that could threat-

en an estimated 95 percent of the one 

billion devices running the Android 

operating system. The good news is 

that as of this writing, there have been 

no documented attacks on Android 

devices that take advantage of these 

two security vulnerabilities. The bad 

news is that now that information on 

these security vulnerabilities has been widely published, as well as 

presented at the recent Black Hat hacker and security convention in Las 

Vegas, it may only be a matter of time until some bad guys start to take 

advantage of these security vulnerabilities.  

 

Google, the progenitor of Android, was promptly made aware of the 

vulnerabilities as soon as they were uncovered, and has produced 

patches and fixes for many of the Android devices that have these vul-

nerabilities. The problems is that with the exception of a few models of 

Nexus smart phones supported directly by Google, it is up to the phone 

manufacturers or the cell phone carriers to release the upgrades and 

patches to close these vulnerabilities. At present, none of the major 

third party security software publishers provide any protection, leaving 

many of us vulnerable. 

 

One of these newly discovered Android vulnerabilities was given the 

moniker “Stagefright” by its finder, Joshua Drake, vice president of 

platform research and exploitation at Zimperium. Drake first reported 

on the Stagefright vulnerability in April, disclosing his findings to 

Google, which quickly developed and provided security patches to its 

Android partners. Most of these Google partners who have not yet 

provided the patches to their respective customers may not do so for 

months, if at all; many phone manufacturers and carriers have explicit-

ly stopped supporting and patching older Android phones, which are 

still in use by the millions. In several media interviews, as well as his 

(Continued from page 6) 
 

Black Hat presentation, Drake explained that, “All devices should be 

assumed to be vulnerable.” As stated in a July 27 Forbes magazine 

interview, Drake said that he believes that as many as 950 million of 

the one billion Android phones currently in use may be vulnerable to 

the Stagefright vulnerability. Drake went on to say that only older An-

droid phones running versions of Android below version 2.2 will not be 

potentially affected by this bug. 

 

It is important for Android users to understand that Stagefright is not a 

virus or other form of malware that could infect a phone, but is instead 

a bug, or unexpected and unforeseen security vulnerability in the An-

droid software itself. This vulnerability is in the heart of the Android 

software that processes, plays and records multimedia files. 

 

According to Drake, the security vulnerability may allow a hacker to 

illicitly access the targeted device by simply sending an MMS message 

(text message) or multimedia file. What is especially nefarious about 

the Stagefright vulnerability is that it can be taken advantage of by a 

hacker without any action by the user; the victim does not have to open 

or click on anything in order for the hacker to access a device. It is also 

theoretically possible for a hacker to capitalize on this vulnerability 

when an unsuspecting victim opens a purloined video file on a website. 

Once a hacker has taken advantage of this security gap in Android, he 

can access the victim’s camera, microphone, and any data or images in 

the device’s external storage. On some devices the hacker can also gain 

root access to the inner workings of the device. 

 

In order to easily determine if a particular Android device is vulnerable 

to the Stagefright vulnerability, Zimperium has released a free 

“Stagefright Detector App” available from the Google Play Store. A 

similar detector utility was just released by the security software com-

pany Lookout, which it simply calls “Stagefright Detector.” While 

these utilities will detect the vulnerability, it will still require a patch or 

other fix from the phone maker or the cell phone carrier supporting and 

updating the device.  

 

When I first read of this Stagefright vulnerability and the availability of 

the detector, I downloaded and installed the detector. My year old 

Huawei Ascend Mate 2 phone, which had previously been upgraded by 

Huawei to Android Lollipop 5.1 (from 4.4), had the Stagefright vulner-

ability; coincidently, just yesterday (the day before typing this column), 

I received a patch from Huawei that, among other benefits, closed the 

Stagefright vulnerability on my phone. I reran the Stagefright detector 

from Zimperium to confirm the fix, and the vulnerability on my phone 

has definitely been patched by the recent update. 

 

Another Android security vulnerability was disclosed at the recent 

Black Hat security convention. Well-known security company Check 

Mate disclosed this newly recognized bug, which it named “Certifi-

Gate,” which may potentially allow a hacker to take control of a vic-

tim’s phone by utilizing the “Remote Support Tools (RSTs)” software 

that was installed on the phones by the manufacturers, often at the be-

hest of the cell phone carriers selling those particular phones. Check 

Mate promptly notified the device makers and cell phone companies of 

the vulnerability. 

 

According to Check Mate, there are millions of phones and tablets 

made by Samsung, ZTE, HTC, LG and other manufacturers that have 

incorporated this vulnerable “remote support” function software on 

their phones; according to Google, Nexus phones do not have this par-

ticular vulnerability. Using a security method known as digital certifi-

cates, hackers can spoof or counterfeit these supposedly secure digital 

certificates, allowing them the same access to the internals and func-

tions of the phone that had previously only been allowed to legitimate 

support personnel. Once the hacker has tricked the phone or tablet into 

accepting a spurious digital security certificates, he or she now has 

direct access to personal information stored on the phone and can turn 
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on the microphone to remotely record conversations, track the location 

of the device and its user, and otherwise threaten the security and priva-

cy of the victim. 

 

While the device manufacturers and cell phone carriers were promptly 

notified of the vulnerability, it may be months, if ever, before they push 

the patches to this newly discovered vulnerability. Users can download 

a free utility that will show the user if a device is vulnerable to this 

remote support vulnerability. Written by Check Mate, the utility 

“Certifi-Gate Scanner” can be downloaded directly from the Google 

Play Store. 

 

According to Check Mate, in order for hackers to take advantage of this 

vulnerability, the user must first download and install an application 

that contains the code that gives the hacker the access. The Google Play 

Store continuously monitors the apps that it makes available, checking 

them to make sure that they do not contain any malware. Check Mate 

advises that users to install applications from a trusted source, such as 

Google Play.” 

 

With the continual battles among users who seem to love arguing iOS 

and iPhones versus Android devices, iPhone users should not gloat 

over these Android vulnerabilities. At the Black Hat convention in 

2013, which is where many hackers and crackers rub shoulders with 

security experts, the vulnerabilities of iOS devices, specifically 

iPhones, was discussed. In one of the presentations, despite the false 

but widely held belief that iPhones are immune to attack and are very 

secure by nature, researchers from the Georgia Institute of Technology 

were able to inject persistent, undetectable malware into iPhones, iPads 

and other iOS devices using the latest generation of the iOS operating 

system. Using a modified USB charger, nicknamed “Mactans” after a 

type of black widow spider, the researchers were able to compromise 

any current generation Apple device in under a minute. 

 

Check your smart phone for these vulnerabilities, and do not download 

apps from any source other than reputable sources such as the Google 

Play Store or the Amazon App Store. Do not open any text messages 

from people that you do not recognize, although text messages can be 

spoofed just as e-mails are frequently spoofed. If you find that your 

device maker or phone carrier is providing a patch, update, or upgrade, 

strongly consider taking advantage of the offer and update your device 

immediately. 

 

 

 

More security vulnerabilities  

disclosed for phones, carriers 
By Ira Wilsker,  

Assoc. Professor, Lamar Institute of Technology; technology column-

ist for The Examiner newspaper www.theexaminer.com/; deputy 

sheriff who specializes in cybercrime, and has lectured international-

ly in computer crime and security. 

 

If you are like me, I carry my cell phone everywhere, carrying on voice 

conversations, sending and receiving text messages, utilizing countless 

apps, and surfing the Web. Until recently, I gave very little heed to the 

security of these external communications as our smart devices are 

supposed to be somewhat secure. GSM carriers like AT&T and T-

Mobile utilize encryption to make communications secure; CDMA 

carriers like Sprint and Verizon also claim to have secure networks. 

Yes, I do have a major security app on my Android phone that scans 

new apps and text messages for malware, as well as protects from haz-

ardous websites. Google created Android to be secure, with apps run-

ning in a somewhat closed memory space, called by some a “sandbox,” 

which is supposed to prevent purloined apps from talking over the 

(Continued from page 7) 
 

phone. IPhone fanatics, along with many Apple fans in general, believe 

that their devices are immune to attack, as Apple would not dare to 

allow any threats to harm their beloved devices. 

 

Now welcome to the world of stark reality. In a recent column, I wrote 

about two newly revealed vulnerabilities, known as “Stagefright” and 

“Certifi-gate,” that may threaten the security, safety and privacy of 

nearly a billion smart phones and tablets. Since then, others have come 

forward demonstrating previously unannounced security vulnerabilities 

that threaten the security of our smart phones, often including both 

iPhones and Android devices in their threat assessments. 

 

One of these newly disclosed threats explicitly targets the most tech-

nology innocent and uninformed 

among us. Appropriately called 

“grandma malware,” this clever piece 

of malware sneaks onto Granny’s 

phone using a compound method of 

infection designed to defeat many of 

the simplest security precautions. 

While recently updated Web browsers 

and desktop security software, as well 

as updated phone operating systems, 

have likely patched the vulnerabilities, 

Granny’s often older and unpatched computer and phone may be vul-

nerable. The first step in the infection sequence occurs when the victim 

downloads an innocent looking app, often a game or simple photo utili-

ty, onto their computer using any one of the older versions of most of 

the common Internet browsers, which are still in wide use. This small 

utility, explicitly designed to appeal to a “grandma,” does not itself 

contain any malware, and will pass the scrutiny of many of the less 

sophisticated desktop security products. This utility sits quietly and 

apparently innocently on the victim’s computer, often performing its 

intended tasks. The app surreptitiously monitors Web surfing until 

Granny logs on to an app store, such as the Google Play Store. The 

malicious utility captures the logon and connection information from 

the app store; with this information, the malware is invisibly download-

ed wirelessly to the smart device, installing itself on Granny’s phone. 

Once installed, this malicious app immediately gathers personal data 

from the phone and sends it to parties unknown. Even if this malware is 

detected and removed in a subsequent security scan by a third party 

security utility, it is too late; all of the personal information was stolen 

within seconds of the app being installed on granny’s phone. Granny’s 

private information has just been stolen, and she might very well be-

come an identity theft victim; as is common in criminal enterprises, the 

most vulnerable among us are more likely to be victimized. 

 

Despite the travesty of purposely going after Granny, it is not one of 

the most insidious of the newly announced threats imperiling our smart 

phone usage. In recent days, a pair of IBM cyber security analysts, Or 

Peles and Roee Hay, uncovered a flaw in the Android operating system 

still being used in over a half-billion Android smart phones. This vul-

nerability, not yet formally named but referred to as a type of “masque” 

attack, could allow hackers to take over and remotely control vulnera-

ble Android phones. According to these researchers, “Masque attacks 

are defined as malicious apps uploaded, say, from e-mails directing 

victims to fake Web links.” According to Peles and Roee, Google has 

issued patches for devices running Android 5.1, 5.0, 4.4, and Android 

M, but as often the case for many Android devices (except some Nexus 

phones), it is up to the phone manufacturer or cell phone carrier to push 

these patches to their users, meaning that although the patches are 

available, over half of Android phones do not yet have the patches 

installed. 

 

This “masque” attack vulnerability allows hackers to control the securi-

ty privileges that are a part of the Android operating system, allowing 

compromised or counterfeit apps to access information on the phone 
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that would otherwise be unavailable to the hacker. According to the 

researchers, this vulnerability allows the data thieves to steal personal 

information, capture banking information including logins and pass-

words, access the phone’s cameras, download contact lists, and pilfer 

stored files and e-mails, sending the stolen information to a remote 

server. While this particular Android vulnerability was recently discov-

ered by IBM cyber security experts, it is very similar to one discovered 

several months ago by FireEye that explicitly targets Apple’s iPhones. 

The mechanism and modus operandi, as well as the data thefts, are 

almost identical between the Android and iPhone vulnerabilities. 

 

A “masque” attack can occur when smart phone users download any of 

11 authentic looking but counterfeit or contaminated apps that also 

appear to work properly when downloaded and installed. Among the 

most commonly downloaded iPhone and Android apps that enable this 

vulnerability are modified copies of Facebook, Twitter and WhatsApp. 

According to FireEye, iPhones are as vulnerable to these masque at-

tacks as Android devices. According to Zhaofeng Chen, a senior re-

search engineer and scientist at FireEye, the 10 tainted apps that most 

threaten Apple devices are “WhatsApp, Twitter, Facebook, Facebook 

Messenger, Google Chrome, Blackberry Messenger, Skype, WeChat, 

Viber, Telegram and VK.” These apps are often downloaded from 

genuine-appearing links in e-mails or SMS text messages, and mimic 

the functionality of the genuine app, but allow for the remote access to 

this valuable personal content. FireEye was quoted as stating that this 

iPhone vulnerability can steal or access a variety of information from 

compromised phones. Among the dastardly deeds that this masque 

vulnerability can perform include recording and forwarding phone calls 

placed on Skype, Wechat and other voice apps; intercept text and SMS 

messages from iMessage, WhatsApp, Facebook Messenger, Skype and 

other SMS apps; send real-time and historical GPS locations; access 

website histories; steal contact information and lists; and download 

photos from the phone. Apple has created patches and upgrades closing 

this vulnerability, and pushed these patches to many of its users, but 

there are inevitably iOS device users who have not received or installed 

these patches. 

 

In recent days, on the Australian version of the “60 Minutes” news 

magazine, another cell phone vulnerability was demonstrated where 

hackers in Germany were easily able to listen in on a cell phone chat 

between individuals in Australia and the UK. This ability to readily 

capture live calls is known as the “SS7 Vulnerability.” SS7 technology 

is widely used, legitimate and necessary for cell phone carriers to 

properly direct calls and text messages to their intended recipients. 

ComputerWeekly.com said, “Like any protocol, SS7 is vulnerable to 

exploitation by sophisticated and well-funded third parties with crimi-

nal intentions.” In another ComputerWeekly.com story titled “Security 

flaw exposes billions of mobile phone users to eavesdropping,” the 

online magazine says, “Hackers, fraudsters, rogue governments and 

unscrupulous commercial operators are exploiting flaws in the architec-

ture of the mobile phone signaling system known as SS7. ... Billions of 

mobile phone users around the world are at risk from covert theft of 

data, interception of their voice calls and tracking of their location.” 

SS7 is not a vulnerability in the phones themselves, as the vulnerability 

is not brand or operating system dependent, impacting Android, iPh-

one, Blackberry and other systems equally, but is in reality a vulnera-

bility in the switching system utilized by the cell carriers themselves. 

 

For those of us who routinely use Android, iOS or Blackberry devices 

without much thought about the inherent security vulnerabilities of the 

phones and cellular carriers, keep at least a spark of consideration in 

mind. While I am fully cognizant of the risks, I will continue to use my 

smart devices pretty much as I have in the past. 

(Continued from page 8) 
 

 

What are Websites Doing with  

Your Personal Information? 
By Ira Wilsker,  

Assoc. Professor, Lamar Institute of Technology; technology column-

ist for The Examiner newspaper www.theexaminer.com; deputy sher-

iff who specializes in cybercrime, and has lectured internationally in 

computer crime and security. 

 

WEBSITES: 

http://www.govtech.com/data/How-Do-Websites-Use-Your-Data.html 

https://identity.utexas.edu/privacycheck-for-google-chrome 

https://identity.utexas.edu/idwise 

https://identity.utexas.edu/strategic-partners 

https://chrome.google.com/webstore/detail/privacycheck/

poobeppenopkcbjejfjenbiepifcbclg 

https://www.ghostery.com 

 

You have likely noticed that the banner ads and other forms of adver-

tisements on many of the web pages visited appear to "coincidently" be 

for many of the same items that you have recently searched for online. 

You may even notice that many of these ads are also from many of the 

same online sellers whose web pages you have recently visited. In 

some cases, you may also see online ads for direct competitors of pre-

viously visited websites, offering many of the same or similar products 

that you have looked at on other websites. It should not be surprising 

that the owners of many websites, as well as many third party advertis-

ers, use a variety of tracking technologies to gather information on you, 

as an individual, the types of websites that you visit, and the products 

and services viewed. While many users find this targeted advertising 

interesting and useful, and even possibly necessary in order to support 

"free" web sites and online services, many others consider the gather-

ing of such personal information as a gross violation of personal priva-

cy. 

 

Some of the more common methods of compiling and distributing this 

personal information and shopping preferences are the placement of 

"tracking cookies" on the user's device; web bugs or web beacons 

(small graphic files which transmit information when opened, often 1 

pixel in size); and the dissemination (sale) of personal information 

entered on a website. Cookies are small, alpha-numeric and text based 

pieces of data which are by default, placed on the hard drive or other 

storage of the device being used to view a website; while some types of 

cookies are benign and necessary to compile shopping carts, store pass-

words and other login information, and save other information that can 

speed the web process, some other types of cookies may not be so de-

sirable.  

 

The most common type of unwanted cookies is often known as 

"tracking cookies", which are typically placed on the hard drive or 

other storage medium, just as other cookies, but these cookies can also 

be read by other third parties as a method of gathering information 

about the user, mostly for targeted marketing purposes. There are many 

companies that have a lucrative and highly profitable business selling 

access to the tracking cookies which they have previously been placed 

in storage, most often by simply visiting a web page. Almost all brows-

ers give the users the option to control which cookies can be saved and 

accessed, but the default is to accept all cookies. Tracking cookies that 

are currently saved in the device storage can often be easily and quick-

ly removed by most of the reputable (and often free) security scanners, 

such as Malwarebytes (malwarebytes.org) and SuperAntiSpyware 

(superantispyware.com). 

 

What many users might find shocking is that they unknowingly and 

explicitly allowed many of the websites that they visit to place tracking 

cookies and other marketing information on their computers and smart 
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devices. When I mention this to users at some of my security and priva-

cy presentations, some of those present get very agitated, and vehe-

mently deny that they ever gave permission for websites to place such 

information on their computers and other devices. My typical response 

is something to the effect of "Did you ever read the privacy statement 

on those websites when displayed, or simply click on the "I Agree" box 

when first visiting them?"  Most of the honest, but still aggrieved users, 

acknowledge that they never fully read the privacy statements on the 

websites visited, with the typical response being that the privacy state-

ment is too long to read, or it is written in "legalese" which they cannot 

readily understand, so they simply "agree" in order to get access to that 

particular website. 

 

Complex privacy statements, often blindly agreed to, have been a pop-

ular tool to legitimize the placement of that website's or other third 

party commercial tracking information on your computer, smart phone, 

tablet, or other device. These tracking devices are often a significant 

source of revenue for the website owner, and are often utilized by some 

of the largest and most reputable online vendors. In a recent article by 

Omar L. Gallaga, of the Austin American-Statesman, dated May 11, 

2015, and reprinted by "Government Technology", Gallaga wrote, 

"How Do Websites Use Your Data?  A new tool in Google Chrome 

puts website privacy policy language in plain English, letting you easi-

ly know whether your email address is shared or the site has access to 

your Social Security number, and if it tracks your location." 

 

This free new tool, currently only available for Google's Chrome 

browser, is "PrivacyCheck", a Chrome browser extension (plug-in) 

which was developed by the Center for Identity at the University of 

Texas - at Austin (identity.utexas.edu). According to the Center for 

Identity, "PrivacyCheck is a browser add-on intended to provide con-

sumers an overview of the ways in which companies use their personal 

data in a graphical, ‘at-a-glance’ format. ... PrivacyCheck surpasses 

existing add-ons, apps, and certifications by using a Data Mining algo-

rithm to access the text of any webpage. The user provides the URL for 

the company’s privacy policy and PrivacyCheck searches the page, 

returning icons that indicate the level of risk for several types of PII 

(Personally Identifiable Information)". PrivacyCheck can be download-

ed for Chrome from the Chrome web store at chrome.google.com/

webstore, and entering "PrivacyCheck" in the search box. The latest 

version of PrivacyCheck, as I am typing this, is version 1.0.5, dated 

May 14. It is important to know that federal and state laws require busi-

nesses with a web presence to post their privacy policies, and there are 

often harsh penalties for violating those posted privacy policies. 

 

To use PrivacyCheck to determine the degree of privacy risk on a par-

ticular web site, download and install PrivacyCheck from the Chrome 

web store (chrome.google.com/webstore).  Once installed, open the 

selected website using the Chrome browser, and locate the privacy 

statement, often linked at the very bottom of the webpage; open the 

privacy statement page. On the top right of the Chrome address bar is a 

small icon which is light brown in color, and has what appears to be a 

lower case "i" within a brown circle; click on that icon. Once clicked, 

"Browse to a privacy policy and click Start". Within seconds a series of 

10 larger icons will appear, with an easy to comprehend green, yellow, 

and red coloration, indicating the degree of privacy risks associated 

with that privacy policy and website.  

 

Moving the cursor over each of the large icons will explain what it 

represents: the "envelope" icon represents what the website does with 

the user's email address, red indicating that the website uses, sells and 

shares the email address to others; the second icon represents the mag-

netic stripe on a credit card, and indicates what the site does with credit 

card information; the three asterisks "***" represent what is done with 

the user's social security number, green indicating that it is not collect-

ed or otherwise used; the "megaphone" indicates the marketing use of 

(Continued from page 9) 
 

your private information, red indicating that the website sells your in-

formation to others for marketing purposes; the "compass" icon indi-

cates what the website does with detected location information, red 

indicating that the website sells the user's location information to third 

parties; the sixth icon, circular with two eyes, indicates the policy on 

information gathered from children; the "badge with star" icon indi-

cates the distribution of information to law enforcement, red indicating 

that the site will provide information to law enforcement without a 

warrant or subpoena; the "open book" indicates the policy on posting 

privacy policy changes and giving the opportunity for users to opt-out; 

the "pie chart" icon indicates whether or not the user can modify his 

own information; the tenth icon, which looks like a cloud with direc-

tional arrows, indicates what the website does with aggregated infor-

mation, yellow indicating that aggregated information is distributed, 

but personally identifiable information has been removed.  

 

PrivacyCheck is an excellent method to determine what commercial 

websites are really doing with your personally identifiable information 

(PII), but its major weakness is that it (currently) only works with the 

Chrome web browser. Users of other browsers may find some privacy 

utilities that provide significant privacy protection while online. 

 

On all of my PCs, as a browser add-on, I have been using a free, popu-

lar browser extension called "Ghostery" (www.ghostery.com), which 

will seamlessly run on computers using any of the major and popular 

browsers including Firefox, Chrome, Opera, Safari, and Internet Ex-

plorer, as well as on mobile devices running the Android and iOS oper-

ating systems. According to its website, Ghostery claims to have, "The 

largest tracker database on the internet, constantly growing; Ghostery 

has the largest tracker database available on the web. We meticulously 

select, profile and cull over 2,000 trackers and 2,300 tracking patterns."  

Ghostery displays the tracking information on almost every web page 

opened, and gives the user the ability to allow or block trackers as de-

sired. 

 

Our personal privacy should be taken very seriously. Once third parties 

have access to our personal information, it is virtually impossible to get 

it back. Most of the browsers offer an option or setting to control priva-

cy, which may be called "Do Not Track", "Reject Third Party Cook-

ies", or some similar name. By using PrivacyTracker, Ghostery, brows-

er privacy settings, and other utilities, our individual privacy may be 

better protected. 

 

 

 

 

The Rankin File 
10 Ways to Protect Yourself from Identity Theft 

By Bob Rankin, Ask Bob Rankin 

http://askbobrankin.com/10_tips_identity_theft_protection.html  

 

A new study shows that identity fraud is increasing, affecting over 13 

million U.S. consumers in the past year. Big spikes were noted in 'new 

account fraud' and 'account takeover fraud' -- two of the most damaging 

types of ID theft. In addition, a series of massive data breaches at major 

corporations leaves consumers vulnerable to phishing and other forms 

of fraud. Poor password practices are a factor as well. Read on for my 

tips on avoiding fraud and identity theft... 

  

Identity theft is one of the most traumatic non-violent crimes to which 

one can fall victim. When a crook uses your good name to commit 

fraud or robbery, the impact on your reputation, employability, and 

credit is severe and can last for years. It's even possible to find yourself 

arrested for crimes you did not commit. So it's important to protect 

yourself against identity thieves. 
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junk mail which may contain "convenience checks" and credit card 

offers that can also be intercepted from your mailbox. Visit OptOut 

Prescreen for help eliminating these dangerous nuisances. https://

www.optoutprescreen.com/?rf=t 

 

Credit Cards: Check to see if your online banking service has a feature 

to notify you by phone, text, or email when you when a credit card 

transaction exceeding some threshold occurs. Also, when you order a 

new credit or debit card, mark the calendar and follow up promptly if 

it does not arrive within 10 business days. Ask the card issuer if a 

change of address request was filed, and if you didn't do it, hit the 

panic button. 

 

Don't give your Social Security Number to any business just because 

they need a "unique identifier" for you. Instead, ask if you can provide 

alternate proofs of identity, such as your driver's license or birth certif-

icate. 

 

Consider placing Fraud Alerts with the major credit bureaus, so new 

accounts cannot be opened without your knowledge. Call Equifax (800

-525-6285), and they will pass along the request to both Experian and 

Trans Union. Fraud alerts expire after 90 days, so you can repeat the 

process quarterly, or lock down your credit file with a Credit Freeze. A 

freeze is permanent and free (in most U.S. states) but it may interfere 

with loans applications, employment screening, signing up for utility 

or phone service, new insurance policies, and other transactions. (See 

this Consumer's Union guide to credit freezes.) You'll need to contact 

each credit bureau (Equifax, Experian, and Trans Union) to request the 

credit freeze. 

http://consumersunion.org/research/security-freeze/ 

https://www.freeze.equifax.com/Freeze/jsp/SFF_PersonalIDInfo.jsp 

http://www.experian.com/consumer/security_freeze.html 

http://www.transunion.com/corporate/personal/fraudIdentityTheft/

fraudPrevention/securityFreeze.page  

 

There are plenty of common sense things you can do to protect against 

identity theft, but sometimes it's beyond the control of even the most 

vigilant. The Javelin Research 2014 Identity Fraud Report reports that 

there is a new identity fraud victim every 2 seconds, and found that 

data breaches perpetrated on large companies such as Target, Home 

Depot and JP Morgan Chase are a "treasure trove" of data that could 

be used to commit identity theft and fraud. Here's a very interesting 

infographic showing the major data breaches of 2014, and what types 

of consumer data were affected. 

 

What about LifeLock? 

 

You may be considering LifeLock or a similar identity theft protection 

service. Although this can be helpful, no company can guarantee that 

identity theft will never happen. These services monitor your bank 

account, and look for suspicious online activity done in your name. 

They'll alert you if they spot any red flags and promise to help you 

repair the damage. But because of lawsuits filed by the credit bureaus, 

Lifelock can no longer place fraud alerts on your behalf. Also, all iden-

tity protection services are barred from offering Identity theft insur-

ance coverage to residents of New York state. 

 

It can be a nuisance to manage fraud alerts manually. But given the 

recent focus by scammers on new account fraud and account takeover 

fraud, a service such as LifeLock, Identity Guard or Trusted ID may 

still be useful. The downside is that most cost about $10/month, and 

none of them can claim to prevent all forms of identity theft. 

www.lifelock.com 

www.identityguard.com 

www.trustedid.com 

 

the end of the story 

The telltale signs that your identity has been stolen can be subtle and go 

unnoticed for months, even years. Inexplicable charges on your credit 

card bill may be chalked up to clerical errors. Letters from creditors 

you've never heard of and certainly never did business with may be 

ignored. But eventually, an enormous credit card bill, legal papers or 

police show up at your door. You are denied a mortgage or a job. Then 

the real nightmare of proving "I didn't do it" begins. 

 

Prevent Identity Theft 

 

It can be maddeningly difficult to clear your name, costing hundreds of 

hours and thousands of dollars. That's why it's important to take steps 

NOW to make it as difficult as possible for a scammer to victimize 

you. Take action on these ten tips as soon as possible, and you'll tips 

the scales in your favor: 

 

Check your credit report on a regular basis, to see if there is any incor-

rect information, or accounts you don't recognize. My article Free 

Credit Reports Online explains how U.S. citizens can get three free 

credit reports per year, and avoid the credit report scammers. 

 

Shred your sensitive personal documents before throwing them away. 

A battery-powered cross-cut shredder can render your banking and 

credit card information unreadable and costs less than $30. "Dumpster 

diving" is a favorite, low-tech way by which ID thieves collect bank 

statements, credit card numbers, Social Security Numbers, and other 

bits of your identity from your trash. 

 

Be wary of telephone solicitors asking for personal or financial infor-

mation to "verify your identity." Common scams involve someone who 

claims to be from your bank or credit card company, claiming that 

there is a problem with your account. If you did not initiate the call, 

hang up and call the toll-free number on your statement, then ask for 

the security department. This happened to me recently, in the wake of 

the Chase Bank breaches. A person claiming to be from Chase called 

my unlisted number and asked for me by name. I Googled the number 

on the caller ID, and found that many others reported similar calls. 

 

Keep important documents, such as tax returns, birth certificates, social 

security cards, passports, life insurance policies and financial state-

ments secure in your home. A fireproof safe is a good idea, but remem-

ber to bolt it to the floor or hide it well. Consider using TrueCrypt or 

Bitlocker to encrypt your personal and financial data, in case your com-

puter is lost or stolen. 

 

ATM Safety: Make sure no one is looking over your shoulder when 

you enter your debit card's PIN at an ATM or point-of-sale terminal. I 

recommend the "two finger method" where you point two fingers at the 

ATM keypad, but only press with one. This makes it nearly impossible 

for someone nearby to discern your PIN while you're entering it. You 

should also be wary of "skimming" devices at ATMs and gas pumps, 

which can be used to steal your card information. See All About Skim-

mers to learn how to identify these devices. http://krebsonsecurity.com/

all-about-skimmers/ 

 

Memorize PINs, account numbers, and passwords; do not write them 

down. And for heaven's sake, do not put such data on scraps of paper 

kept in your wallet, purse, or laptop case! See my related articles Is 

Your Password Strong Enough? and Password Managers for Multiple 

Devices. 

http://askbobrankin.com/is_your_password_strong_enough.html 

http://askbobrankin.com/

sync_your_passwords_on_windows_mac_and_smartphones.html  

 

Get blank checks delivered to your bank branch, not to your home 

mailbox from which they may be stolen. On a similar note, eliminate 

(Continued from page 10) 
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                       éé. Editorôs desk 
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Malvertising 

By Dave Palmer     PAGE # 3 

 

What is an Exploit Kit? 

By Dave Palmer     PAGE # 4 

 

October is National Cyber Security  

Awareness Month                     éé..  by Ira Wilsker PAGE # 6 

 

Security bug could threaten 950 million  

Android devices                        éé..  by Ira Wilsker PAGE # 7 

 

More security vulnerabilities disclosed for  

phones, carriers                         éé..  by Ira Wilsker PAGE # 8 

 

What are Websites Doing with  

Your Personal Information?   éé..  by Ira Wilsker PAGE # 9 

 

10 Ways to Protect Yourself from Identity Theft 

                                                   é.é. by Bob Rankin PAGE # 11 

 

What is Medical Identity Theft? 

                                                   é..é by Bob Rankin PAGE # 12 

 

                                                                                             
I will be at the Sunday, October 18,  2015 PACC meeting.                        PJK 

 

 

Please confirm your e-mail address, so the PACC TALK notification can go out 

to let you know, the newsletter is at the PACC web site ready to download. 

Thank you, PJK .                                    

IMPORTANT NOTICE: The PACC web site is working.  You are again able to 

get your copy of PACC TALK there. If you have a problem with viewing it with 

Adobe Reader, use another PDF reader, such as Nitro. to view the PACC TALK.  

PACC Web Site:   http://pacc.apcug.org/ 

short time. But Social Security numbers and personal health infor-

mation don’t change; a crook can use them practically forever. 

 

There is no way to “freeze” health care credentials as one can freeze a 

credit card account. There are no centralized reporting agencies analo-

gous to Experian, TransUnion, and Equifax that collect health care 

activity and can monitor it for suspicious patterns. Health care provid-

ers are trained to be helpful to patients, not skeptical of their identities. 

 

In short, there are very few protections against medical ID theft and 

little help resolving its consequences. My 10 Tips to Avoid Identity 

Theft will help you safeguard your personal and financial records. 

 

Aside from that, the most important thing you can do to guard against 

medical ID theft is reactive: read all of those “explanation of benefits” 

letters that come from your health care providers and insurance com-

pany as soon as they arrive. If you see anything suspicious, do not 

delay in challenging it. 

 

Are you concerned about other forms of identity theft? Your best de-

fense is knowledge and a proactive stance. See my articles Free Credit 

Reports Online and 10 TIPS: Identity Theft Protection to learn what 

steps you can take, both online and offline, to protect yourself. 

 

the end of the story 

the end of the story 

 

The Rankin File 

What is Medical Identity Theft? 
Bob Rankin, bob@rankin.org 

September 22, 2015 Column 

 

 

Medical Identity Theft on the Rise 

 

Your credit and bank account balance are not the only valuables that 

identity thieves are after. As health care costs have soared, so have 

incidents of “medical identity theft” in which crooks steal the creden-

tials that enable one to obtain health care and sell them to other crooks. 

Here's what you need to know... 

  

Medical identity theft is on the rise. And sadly, it is much more diffi-

cult to guard against this type of ID theft, and much harder to clean up 

the havoc it can create for a victim. 

 

The Medical Identity Theft Alliance estimates that over 2.3 million 

Americans have been victims of medical ID theft, and 2014 saw 

500,000 more cases than the previous year. That bad news is sure to get 

much worse. The MITA’s latest survey was conducted in November, 

2014, before the disastrous leak of 80 million patients’ personal health 

information from Anthem. And just yesterday, I read that an "error" on 

Amazon's Web Services platform exposed 1.5 million people's private 

medical records. 

 

Criminals can use victims’ birth dates, Social Security Numbers, and 

the ID numbers found on insurance cards to obtain medical services 

and prescriptions at hospitals, clinics, and doctors’ offices. While medi-

cal providers today routinely scan your driver’s license, you may notice 

that they aren’t very diligent about verifying its authenticity. 

 

Medical Identity Theft 

 

A fake license that wouldn’t fool a liquor store clerk can be used to 

rack up thousands of dollars in health care costs very easily. Insurance 

cards, generally, don’t bear photos or signatures. Using stolen medical 

credentials, a crook may visit multiple hospitals, pharmacies, and doc-

tors to obtain services and drugs – often narcotics. 

 

The records of these transactions are added to victims’ health care rec-

ords, and should be visible on your Explanation of Benefits letters, but 

bogus healthcare transactions often go undetected for months or even 

years. 

 

The MITA’s survey found that the average victim did not learn of med-

ical ID theft until three months after it happened, and 30 percent vic-

tims could not determine when their health care credentials were im-

properly used. Health care privacy laws force victims to be intensely 

involved in investigations of medical fraud. 

 

Can't Get No Satisfaction 

 

If you’ve ever challenged a hospital bill, you know how hard it can be 

to prove that you did not authorize or receive the treatment claimed. 

Only 10 percent of victims in MITA’s survey indicated they were 

“completely satisfied” with the resolutions of their cases. About 65 

percent of respondents said they ended up paying an average of over 

$13,000 to resolve disputed claims. 

 

MITA estimates that medical ID theft crimes are a $5.6 billion indus-

try. Larry Ponemon, head of The Ponemon Institute that conducts 

MITA’s annual surveys, believes that “a medical record is considered 

more valuable than everything else" to cybercrooks. Credit cards expire 

and are replaced frequently, rendering them useless to fraudsters after a 
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If you would like to become  PACC HELP LINE volunteer inform the editor by sending e-

mail to: pacccomm@aol.com  

 

NAME COMPUTER AREA PHONE TIME 

    

Agrawala, Vishnu Hardware    724-553-8051 3 -   6:00 pm 

Cutrara, Phil Geoworks    766-0274  

Fisher, Bill Cobol, Word Perfect    367-8996 7 -  9:00 pm 

Konecny, P. Windows, DOS 6.2x,  MS IE,, Hardware    795-6075 8 -  9:00 pm 

PACC HELP LINE      
Help is available to PACC members on various computer topics by contacting one of 

those listed below. It is  recommended that the initial contact with any of these experts 

should be made via the PACC WEB SITE. In this way others can benefit from the 

questions and  responses. Be courteous and call only during the listed times.  

  Chw {![9 
                ðððððððððð 

 

 

HD external USB 2.0, 400 

GB Western Digital,   $30  

Contact Vishnu  

724 - 553 - 8051  

vka@zoominternet.net  

Classified ads. Buy, Sell, Trade. Members 
may place free ads (up to 5 lines).  

For commercial ads send a inquiry to: 
PACCCOMM@Aol.com  

Reprint Policy. 

 Permission to reprint articles from PACC 

TALK is given to school, personal computer club, 
and nonprofit organization publications, provided 

that: (a) PACC Inc. receives a copy of the 

publication; (b) credit is given to PACC TALK as 
the source; (c) the original author is given full credit; 

and (d) the article author has not expressly 

copyrighted the article. Recognition is one means of 
compensating our valued contributors. Arrangements 

can be made to receive copy on magnetic media; for 

a9a.9w{ILt !tt[L/!¢Lhb Chw t!//Υ      όtƭŜŀǎŜ ǇǊƛƴǘ ƛƴ /!t{ύ 
 

b!a9ΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ5!¢9ΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ 

!55w9{{ΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ/hat!b¸ΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ 

/L¢¸ΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ{¢!¢9ΦΦΦΦΦΦΦΦΦΦΦΦΦ½LtҌпΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ 

tIhb9ΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ9-a!L[ΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ 

h//¦t!¢LhbΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ 

Lb¢9w9{¢{ΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ 

w9/haa9b595 .¸ t!// a9a.9wΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦΦ 

Dues: $25 per year. 

Make your check out to:   PACC   and send it with your application to: 

Treasurer,   PACC,   216 Cashmere Court,   Cranberry  Twp. , PA,  16066  

 

cut here.....................................................................................cut here 

ATTENTION:    

AS OF JANUARY 2012 THE DUES FOR PACC MEM-

BERSHIP ARE  DUE AT THE SAME TIME FOR ALL 

OF THE MEMBERS. THIS IS TO ELIMINATE ANY 

CONFUSION ARISING FROM ELECTRONIC DE-

LIVERY OF PACC TALK.  ANY OTHER TIME 

PERIOD WILL BE PRORATED, IF ONE INSISTS.  
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PITTSBURGH AREA COMPUTER CLUB 
P. O. Box    557 
PITTSBURGH  PA  15146 
 

E-mail: pacccomm@aol.com 
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NEXT  PACC  MEETING  

IS  ON  October 18,  2015 


